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Introduction
The debate about information privacy is relatively recent and is largely a consequence
of the explosion of online content, including the collection of personal information into
vast databases controlled by the government or commercial data brokers. Paper-based
information was obscure and difficult to obtain. Digital information is ubiquitous, readily
available and eternal.
Now we come to the point where there’s an executive mandate to make personal health
information electronic and universally available. The purpose of the effort is to improve
the quality of health care in the U.S. while lowering the costs. There will also be many
unintended consequences of health information exchange—good and bad.
What’s essential, though, is that no system or piece of a system be put into place
without taking into account the need to protect the privacy and security of health
information from the very beginning.
1. Why should personal medical information be private?

p

a. Almost all medical information is inherently sensitive. For example, the
prescriptions you’re taking reveal a great deal about your medical conditions—
including mental health status—that you may simply want to keep to yourself.
This would be true even without references to possib
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2. Privacy and health information exchange
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•

A January 2000 California HealthCare Foundation survey, titled “Ethics
Survey of Consumer Attitudes about Health Web Sites,” found that 75% of
Americans are concerned about the loss of medical privacy due to the use
of an electronic health and information system. (See
http://www.chcf.org/topics/view.cfm?itemID=12493)

3. The role of privacy at the beginning of the HIPAA process.
The department of Health and Human Services (HHS), which administers the
National Health Information Network (NHIN) through the Office of the National
Coordinator (ONC—formerly the Office of the National Coordinator for Heath
Information Technology), seems to have understood the importance of privacy to the
success of health information exchange HIE at one point. In an HHS Federal
Register Notice on “Standards for Privacy of Individually Identifiable Health
Information,” December 28, 2000; 65 Federal Register 82462-82467, the department
advocated for privacy protective standards for medical information as being
fundamentally necessary for consumer acceptance of sharing of electronic records:
“[T]he entire health care system is built upon the willingness of individuals to
share the most intimate details of their lives with their health care providers.”

n

“While privacy is one of the key values on which our society is built, it is more
than an end in itself. It is also necessary for the effective delivery of health
care, both to individuals and to populations.”

“Unless public fears are allayed, we will be unable to attain the full benefits of
electronic technologies. The absence of national standards for the
confidentiality of health information has made the health care industry and the
popula
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Sec. 264 (a) The recommendations under subsection (a) shall address at
least the following:
Not later than the date that is 12 months after the date of the enactment of
this Act, the Secretary of Health and Human Services shall submit to
[Congress]…detailed recommendations on standards with respect to the
privacy of individually identifiable health information.“
Sec. 264 (b) The recommendations under subsection (a) shall address at
least the following:
(1) The rights that an individual who is a subject of individually identifiable
health information should have.
(2) The procedures that should be established for the exercise of such
rights.
(3) The uses and disclosures of such information that should be
authorized or required
2001 President Bush implemented the original HIPAA “Privacy Rule” recognizing
the “right of consent.”
HHS promulgated “Standards for Privacy of Individually Identifiable Health
Information” (i.e., “the Privacy Rule”) 65 F
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in achieving redress.
In terms of regulations, judicial decisions and the policy of the current
Department of Justice, this is where we are now—as the process of electronic
exchange of health information pro
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(l)

Provide meaningful penalties and enforcement mechanisms for privacy
violations detected by patients, advocates, and government regul
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