Dissenting Statement on
PHR Certification Process

March 13, 2007
The Honorable Michael O. Leavitt
Chairman
American Health Information Community
200 Independence Avenue, S.W.
Washington, D.C. 20201
Dear Mr. Chairman and the American Health Information Community:
We, the undersigned members of the AHIC Consumer Empowerment
Workgroup, dissent from the Workgroup Recommendation 1 that HHS encourage a
certification process for electronic personal health records
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Empowerment Workgroup at the AHIC meeting on Jan. 23, 2007. Once we have
identified a set of policies and practices for PHRs, it will be appropriate to determine
what kind of enforcement process is best suited to each type of policy. We should
consider a full range of enforcement mechanisms to achieve robust privacy protection
and interoperability. This spectrum includes regulatory enforcement, contractual
agreements, procurement, self-certification with validation, third-party certification, and
statute.
We recognize that the Consumer Empowerment Workgroup is not explicitly
recommending certification of product features and functions at this time. However, we
submit that for HHS to encourage a process for certification of standards and
interoperability implies a certain level of functionality. We also note that the workgroup
does not recommend that the government require its vendors to use certified PHRs or that
it make certification a prerequisite for federal funding. This demonstrates our point that it
is too early to adopt this recommendation.
We have the following specific concerns about any focus on PHR certification at
this time:
•

PHRs are different from EHRs: Proponents of PHR certification point to
the launch of CCHIT’s certification of EHRs. We believe the two domains are
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to consumers about privacy in order to increase adoption of (presumably)
certified PHR products. However, we submit that privacy practices are not
primarily software product attributes. Instead, they depend on behavioral
conformance to a broad set of policies that bear upon the data source, the
sponsor of the PHR, the hosting service of the PHR, and its users. We are not
aware of circumstances where “privacy” has been certified for a software
product. Indeed, certification of PHR applications alone will be inadequate
because true privacy and security protection must exist throughout an entire
chain of handoffs between data sources and the end-user application. Further,
we have seen no published research suggesting that certification will
adequately address public concerns about privacy or encourage greater
adoption and use of PHRs. Moreover, certification provides no redress for
breaches of personal health information or inappropriate secondary uses. It
can create false assurances for the public. We therefore believe that the
potential harm of a voluntary privacy and security certification at this time
outweighs any potential benefits.
•

Early “winners” can deprive consumers: We do not yet know which
approaches to PHRs will prove valuable to consumers. Any certification at
this time effectively declares “early winners” and prescribes a required path
for market success. This will be true regardless of whether certification begins
as “voluntary.” If federal agencies were required, for example, only to procure
certified PHR products, it is likely that many innovative approaches to
empowering patients and families would be unavailable to federally sponsored
populations. Certification “locks in” a definition of systems around today’s
dominant product offerings, which are based on our experience of yesterday.
Relying on yesterday’s technology experience almost invariably leads to
systems that fail to meet tomorrow’s needs. Over time, certification can
reward mediocrity, encourage an industry of legacy systems, and increase the
costs of switching to new and better approaches.

•
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there needs to be a thorough discussion about the pros and cons of various
certification entities and a process to allow for competition among possible
certification services.

i

In summary, we agree that solutions to privacy, security, and interoperability
problems are needed to advance PHR adoption in this country. However, it is not
warranted to assume that PHR certification is going to solve these issues or enhance
consumer trust in PHRs. Credibility with consumers is a far different matter than
credibility with vendors. Government encouragement of PHRs requires a public process
that builds consumer understanding of the benefits of HRs and confidence in the
policies that underpin them. This requires a robust publ c debate on how privacy will be
protected and secondary use controlled, and sustained publ c exposure to the benefits of
PHRsiand their role in their health and health care. W t s needed now is for that
discussion
oae
to take place, including a br der set of consum r representatives and industry
experts, for a full exploration of these issues as well as the potential benefits,
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